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Aims of the session

To share our approach to online safety including lessons.
To talk about why it is so important

To support you with resources.
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To answer any questions which you might have.




How do we teach online safety at our
school?

» It is planned in to our curriculum.

-Each half term, every class from Reception to year 6 will take part in online safety lessons. They
d15ﬁuss important topics, learn important vocabulary to express themselves and take part in differ
tasks.

EYFS explored digital safety through Digiduck stories and Smartie the penguin.

Computing has been removed from the EYFS curriculum but we still focus on it as we know that children as young as 4
have access to devices.

KS1 and KS2 explored different topics:
-trusted sites

-trusted adults

-bad behaviour online

-passwords.

-Cyber bullying

-’Phishing’

-Digital footprints




Our ‘Healthy minds policy’ which encourages
pupils to spend less time online.

» While we have removed all maths home learning, we know that children and
young people spend a lot of time online.

» Children aged eight to 17 spend between two and five hours online per day,
research by the communications regulator Ofcom suggests. Time spent online
increases with age. Nearly every child over 12 has a mobile phone and almost
all of them watch videos on platforms such as YouTube or TikTok.
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Teaching online safety as part of our
curriculum with explicit lessons allows the
children to...
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Consistently learn about how to stay safe  online.
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Have a safe space to share theirown experiences.
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Teaching  staff can  become aware of safeguarding concerns/what
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they need to spend more time talking about.




Which devices allow you to access the online
world?

lessons are very open and involve many
ussion tasks.




Example of KS1 lesson

Online safety

Safe  websites
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What to do if I see  something upsetting or worrying online]




Retrieval — what are our SMART rules?

*S for : Keep your personal information safe and
don't give out things like your full name, password or home
address.

*M for : Don't meet people that you know online
unless you're with a trusted adult.

*A for : Don't click any links, open any files, or
accept any messages from people you don't know or trust.
*R for : Don't believe everything people tell you
online and check the information you find.

T for : If you see something online that upsets you,

tell a trusted adult straight away.




Just like in any other curriculum lesson, we teach
vocabulary so that they can express themselves.

Vocabulary
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harmful

dangerous websites
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A popup is something which  will appear by itself. It is usually
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as an advertisement.
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A link is a hyperlink on a webpage or document which  will
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open up a newdocument or webpage.

External hyperlinks are links that take you to another website.

Advertising links normally ask you to click on them and they take you to their
own website.
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The internet is a fantastic resource but we must know how to

keep safe.

Is every website on the internet for children?
Why do you think that there are age restrictions?

Talk to your partner




Navigating through our use of the
internet.

» We want children to know that if something pops up on their computer or if
they accidentally go on something not for children, they can talk about it
with a trusted adult.

In EYFS and Key stage 1 - we explore online safety
the story of Digiduck.

He navigates through lots of important decisions and
sometimes he makes mistakes.
However, he always speaks to his trusted adults afterwa
to resolve the problem and they help him to understand
what happened.

Seeing online safety through the eyes of someone
helps the children to understand and link it to t
lives.




We discuss the story together: ‘What do we think Digiduck should do? Can you give him a
The stories discuss: having strong passwords, never sharing personal information, never cl
purchases and being a good friend online.

3 Mr and Mrs.Duck turned qulte pale as they reahsed
¥ what had happened. Mr Duck, who always spokg
FE N kindly, trled to remain calm. oy
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“*B?ﬁduck those gold items cost REAL money How

} did this happen?”

“Before you play a game, you can look online to check
if it lets you spend real money. You can stop this
happening with a strong password, and on some

devices, you can switch off buying things in games.”

Number Counting Fun
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What doldoif 1 see  something worrying or upsetting when
am online?
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Talkto your partner

Without intending to: children can end up seeing things that ar
ppropriate. Instead of making them feel bad about it, we w
o feel open to talk to their trusted adults about it so that
arn from the experience and talk it through.



Encouraging children to be open about
their online life
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My trusted adults are
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tell them if 1 see  anything which worries or upsets
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me  online.

A8tk Q&1 a2

tell.  my trustedadults about what I am doing online]




Getting Help
Who are your trusted adults in school?

Nick Your teachers and teaching

Yamin  The safeguarding team . Shaheda
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Safer  Internet  day

6th February 2024

This year the theme is:
Inspiring change: making a
difference, managing influence and
navigating change online.

Exploring what is real online.




Acceptable use agreements at the
beginning of every year

Article 17 Every child has the right to reliable information
from a variety of sources. You have the right to be
protected from materials that could harm you.

Online Safety
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Our vision and values support the United Nations Convention on
the Rights of a Child.

Article 3: The best interests of a child must be a top priority in all
things that affect children.

Article 28: Every child has the right to an education.

Article 16: Every child has the right to privacy

Article 36: Every child has the right to protection from any kind of
exploitation (being taken advantage of).




Acceptable use policy - A set of agreem
for how to use the internet safely.

Article 17 Every child has the right to reliable information from a variety of sources.
You have the right to be protected from materials that could harm you.

To stay SAFE online and on my devices, | follow the digital 5-a-day and:
1. lonly USE devices or apps, sites or games if a trusted adult says so
2. | ASK for help if I'm stuck or not sure
3. I TELL a trusted adult if I'm upset, worried, scared or confused
4, If I get a FUNNY FEELING in my tummy, | talk to an adult
5. llock out for my FRIENDS and tell someone If they need help
6. 1 KNOW people online aren’t always who they say they are
7. Anything | do online can be shared and might stay online FOREVER

8. Ildon't keep SECRETS or do DARES AND CHALLENGES just because someone tells me |

9. |don't change CLOTHES in front of a camera

10. | always check before SHARING personal information

11. | am KIND and polite to everyone




Connect with respect - stories for older children which cover important messages like QRting
bullying. These are a great resource for children with SEND.

() Childnet

Connect
with
respect




Some local data

Survey Participants
1576 children from the primary schools and 542 children and young people from the 2
secondary schools & 1 Alternative Provision completed Online Safety surveys. The
age range of participants was 6 years old right up to 18-year-old students at Sixth
Form. It was up to each school to decide which year groups they would survey.
Through their participation in the surveys a total of 2118 children and young people in
the borough have shared their views and experiences about an environment that often
presents a complex challenge for those whose role it is to keep children safe. The total
number of children involved in the surveys is comparable with national Online Safety
surveys and reports such as Ofcom’s 2019 ‘Internet User’s concerns about and
Experiences of Potential Online Harms’ which interviewed 1001 children, and the
NSPCC 2019 ‘How Safe are Our Children?' report which surveyed 2004 children.




Section 1: Survey Participants

Age
Question: How old are you?

50 Pupils, 3%
'134 Pupils, 8%
44 pupils, 3% |

155 Pupils, 10%

266 pupils, 17%

530 Pupils, 34%

397 --._;:f;,ZS%

Age of children
WME6 M7 W8 MS m10 w11 mNot Asked or Not Answered

e The majority of pupils who participated in the primary school surveys are from
Key Stage 2 year groups.




Question: Do you own or have access to any of these devices at home?

Children were presented with multiple choice answers from which they could choose
more than one answer. Before looking at the types of devices primary school aged
children selected, the data provides useful information on the quantity of devices
children have access to. The number in brackets refer to the number of children who
selected that answer.

I do not have
access to amy
device [29) 2%

\

« 98% of children own or have access to at least one digital device at home
2% of children may experience digital poverty in the family home.




Social Media Apps

Which apps or social media accounts do you use the most?

Out of the 1101 children that answered the question 105 children (10%) say they do
not use social media apps. For those children who do use social media, which is the
vast majority, the results are presented below according to the frequency of answers,
as survey participants could choose more than one option. The top 6 answers are only
presented in the graph below.

200
800
00
e00
500
400
300

807

173

208
200 112 108 102
- . H B

0

YouTube TikTok Roblox WhatsApp Snapchat Discord

+ Most children say they use social media with the most popular platform being
YouTube. The safety of children exploring YouTube is dependent on whether
parental digital controls and appropriate parental supervision are in place in the
home.

+ TikTok, WhatsApp, Discord and Snapchat are social media platforms unsuitable
for primary school aged children according to the minimum age requirements
set by the social media providers. It is very concerning that 208 children say
they access TikTok.




Spending too much time on the phone/laptop/tablet

Children were asked whether they thought spending too much time on digital devices
was a current Online Safety issue for other children.

Spending too much time on the phone/laptop/tablet
Strongly Disagree, 55,
B%

Disagree, 106, 15% Agree, 207, 29%

Strongly Agree, 154,
22%

Mot Sure, 186, 26%

* 1in 2 children (51%) either agreed or strongly agreed with the statement that
spending too much on the digital devices was a current Online Safety risk for
children.

+ The second highest answer was Not Sure, which may reflect the ambivalence
towards the statement.

+ Almost a quarter of children (23%) disagreed or strongly disagreed with the
statement.

Section Summary

YouTube is by far the most popular digital platform among primary school aged
children.

Too many children are using social media platforms and Apps that are
unsuitable for primary school aged children.

42% of children wrongly think that under 16s are permitted to use WhatsApp.

1 in 3 children say they use social media out of personal choice and do not
recognise any element of peer pressure to use it.

1in 4 children make In-App purchases.

Roblox is the Online Game of choice for primary school aged children. Too
many children are playing online Games that are deemed unsuitable for primary
school aged children according to PEGI ratings.

1in 5 children use cheats when playing Online Gaming, which may increase
their risk of exploitation because of their computing skills and the type of
platforms they use to access the cheats.

Section Summary

« 1in 2 children are playing Online Games with strangers. For 1 in 7 children this
is very frequent.

« A higher proportion of boys than girls are playing Online Games with strangers

+ 1in 2 children strongly agree that being contacted online by strangers and
location sharing with strangers is a current Online Safety risk for children.

« 1in 10 children gave highly concerning answers saying that they would meet up
with strangers they met online, or communicate further with them, expressed no
knowledge of what they should do.

« 1in 5 children referred to using Online Safety tools in response to a stranger
online requesting to meet with them. Just over half of these children referred to
telling a parent or trusted adult. Only 3% said they would make use of the
platform’s Report Tool.



€6 |t's hard to push back as a parent when your child tells you that
everyone else has that game, but having somewhere to go to

check whether the game was designed for his age has helped me

feel more confident to stand my ground and explain why it's not

right for him right now. 99

Parent

How to know if an app is suitable for your
child

If you're unsure, the best way is to check the ratings for the app, read reviews from other users, and consider
downloading the app or game yourself so that you can see if it is suitable for your child before they play. Look at what

settings are available in the app to help keep your child safe.
Look for:

+ Content — what is posted / included and are there any controls to limit the type of content seen. Does a game
have violent content.

& Contact — who can message them, or who are they playing games with. Can you limit this in the settings.

+ |n-app purchases — this can be a way of enhancing gameplay or advancing through levels. Look at the settings
to turn off in-app purchases.

& Advertising — consider if the ads that are shown suitable for your child. You can report inappropriate ads to the
ASA




APPS AND THEIR AGE RATINGS
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Six features to help keep your child
safe on YouTube

What is YouTube?

YouTube is a video sharing platform where you can watch,
create and share videos. While you can’t send private
messages on the platform, you can communicate with other
users via the comment section under the video player.

What age-rating is YouTube?

To create a YouTube account you need to be 13+. However,
you don't need an account to watch videos on the platform.




What can you do on YouTube?

Activity

Risks

Watch

You can watch videos. YouTube hosts a whole range of
different videos. From TV shows to funny videos.

People who regularly post on YouTube are known as
YouTubers.

After you finish watching a video on YouTube, it will suggest other types of videos for
you to watch.

Sometimes these might play automatically. A child might also click on content which
appears appropriate, but actually contains adult themes. This puts children and young
people at risk of seeing content that might be inappropriate.

Create and upload

Anyone with an account can film and upload a video to
the platiorm.

Accounts can be set to private or public.

Children and young people can set up their own account on YouTube to upload videos.
This could put them at risk of others finding out too much personal information about
them. For example, filming a video where they are wearing their school uniform.

They also might feel pressure to compete with friends or other influencers/™ouTubers
they follow. This could negatively affect their wellbeing.

Livestream

The platform has a feature that lets you livestream in
real-time.

If the account is public this can be viewed by anyone. If
it's private then the livestream can only be watched by
followers.

As they happen in real-time you can't filter out any inappropriate or adult conversation
that takes place. This could put your child at risk of coming across content that they
might find upsetting or confusing.




Subscribe

You can subscribe to other accounts to be notified when
the user uploads a new video.

Accounts on YouTube are known as channels.

This could put them at risk of viewing inappropriate content. Or recieving unwanted

contact from another subscriber.

Like, comment and share

There are no private messaging features on the
platform. However, you can like and comment on other
videos.

Youtubers can turn off comments on their videos.

This could put them at risk of coming across harmful language or comments.
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1. Supervised Experience

A supervised experience YouTube account is available for under 13s with a Google account managed by Family Link.
This can help manage how they use the app.

This will give you access to content settings and parental controls to help you manage what channels they can
subscribe to and how long they spend on the app.

For information on how to set this up visit YouTube’s advice page.

2. Restricted Mode

This helps to filter out inappropriate videos. However, it's not 100% effective due to the volume of videos on the
platform.

To enable this feature go to "Settings’. Click the drop down menu at the bottom of the screen and select ‘Restricted
Mode: Off. Change the option to "On’ and press "Save’.

3. Custom password

You can set up a custom passcode to stop your child from accessing your parental controls and making changes. To
do this, tap the lock icon, and choose ‘Set my own passcode’.




4. Set videos to private

If your child posts their own videos on YouTube you might want to speak to them about setting the content they upload
to private so only their subscribers or followers can view their videos. Remember to talk to your child about who is
allowed to follow or subscribe to their channel.

To do this you need to go to “Library’ and select "Your Videos’. Then select ‘More’ and Visibility'. You can then choose
from the following options:

Public — everyone, including those who don’t have a YouTube account, can see the video.
Private — only subscribers can watch.
Unlisted — this makes the video private so no one can see it unless they have a direct link to the video.

5. Auto-play
Auto-play stops videos from automatically playing after one has ended. This will stop your child from watching videos
suggested to them by the app.

To turn this on, go to the watch screen on any video. Then tap the auto-play switch so it says "Off.

6. Create playlists
You can create playlists on YouTube to help manage the videos your child can watch. We recommend watching videos
before your child does to make sure they're appropriate and then adding them to a new playlist.

To add a video to a playlist select "“Save’ at the bottom of the video you want to add. Select the playlist you want to add
it to or choose “create new playlist’.




Is YouTube Kids safer?

YouTube Kids is a separate app and website created by YouTube that offers more filters and restrictions to help stop
children coming across inappropriate content.

There are also additional parental control features available depending on your child’s age. You can choose between
three age-based content settings:

+ Preschool (Ages 4 and under)

& Younger (Ages 5-8)

« Older (Ages 9-12)

You can create individual user profiles for more than one child.

While the platform uses a range of different filters to stop adult content from playing, these aren't always 100%
effective. We always recommend supervising your child when they're watching videos or watching them to make sure
they are suitable.

There are also no communication features available.




More advice

YouTube uses algorithms to suggest content to us based on what we've previously watched. Make sure to keep this in mind
if your child is sharing a device with older siblings or another family member.

Think about the device they are using

Talk to them about safe sharing (—

If your child is using YouTube to create and share videos, talk to them about sharing safely online. Make sure they know not
to share personal information like location or social media handles with people they haven't met before.

You might also want to set some rules around whether their channel is private and who can subscribe to them.

Remember YouTube can be accessed on different devices including games consoles and smart TVs. Make sure that safety
settings are set up on each device they are using.

Check settings on different devices




Resources to support you at
home

» For children in KS1: Smartie the penguin (3-7) and Digiduck stories.
Smartie the Penguin | Childnet
Digiduck Stories | Childnet

» BBC bitesize has great advice for pupils which you can talk through together What
is online safety? - BBC Bitesize

» Internet matters website is a fantastic resource for parents/carers

Keep Children Safe Online: Information, Advice, Support - Internet Matters



https://www.childnet.com/resources/smartie-the-penguin/
https://www.childnet.com/resources/digiduck-stories/
https://www.bbc.co.uk/bitesize/articles/zfmhfdm
https://www.bbc.co.uk/bitesize/articles/zfmhfdm
https://www.internetmatters.org/

Set Up Safe

Checklist

Set your child up for online
safety with these simple tasks

Prepare their device

controls and
settings to set limits
on inappropriate
cantent, screen time,
spending and more.

Set up contrals
in these apps and
games to help keep
your child safe while
they play, browse
or chat.

Explore step-by-step

Download and
install the apps
and games you're
okay with your
child using.

Install or set up
additional parental _

further protection.

guides for s

and video gaming

Manage broadband & mobile networks

&

On the go, set
up controls on
the relevant
mobile network.

At home, access
your broadband
network and set
applicable controls.

See step-by-step

Talk & learn regularly

Together, learn about
online safety issues that
might impact your child.

Together, explore privacy
and safety settings on
their favourite platforms.

Ask themn to teach

you about their favourite
online platforms to create
an open environment

for conversation.

Keep these
conversations going for
continuous support.




Balancing
screen time

L ]
Iinternet
matters.org

5 top tips to support
children and young people

Lead by example

Just like anything, children copy their
parents’ actions and behaviour. If you
set boundaries for your own screen, it w

be easier for your kids to do the same.

Set boundaries
WITH your kids

Get them involved in the process
of setting age appropriate limits on
how lang they can spend online, at
what times and on which platforms
Set up screen-free times or rooms

ns are out of sight and

Avoid using screen
time as a reward

vate the status of screen time

r activities and like us ng

This will
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above oth
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food as a reward may
encourage children
to simply want more.

g,

Ensure a healthy mix
of screen activity

Make sure they have a good balance of
screen activities that encourage creativity,

earning & education, connecting with family

& friends, as well as using devices for passively

engaging with content

o @

Physical activity
& sleep are really
important

Make sure screens are not displacing
these things by keeping screens out of
pedrooms at bed time and that you are
creating cpportunities for your children

to be active each day.




Have a conversation

It is really important to chat with your children
on an ongoing basis about staying safe online.
Not sure where to begin? These conversation

starter suggestions can help.

Ask your children to tell you about the sites they
like to visit and what they enjoy doing online.

What games do you and your friends like to play online? Can you
show me the websites you visit the most? Shall we play your

favourite game online together?

Ask them about how they stay safe online.

What tips do they have for you, and where did they learn them?
What is OK and not OK to share?

Ask them if they know where to go for help.

Where can they go to find the safety advice, privacy settings and

how to report or block on the services they use?

Think about how you each use the internet.

What more could you do to use the internet together? Are there

activities that you could enjoy as a family?




Parents and Carers - UK Safer Internet Centre

Q) UK Safer Internet Centre Onlineissues v  Guides and resources v  Training and events ~  SaferInternetDay v Blog Research  About

Home
Guides and Resources
Parents and Carers

Guides and resources

Parents and
Carers

Tips, advice, guides and resources to help keep your child safe online

As a parent or carer you play a key role in helping your child to stay safe online.

You don’t need to be an expert on the internet to help keep your child stay safe online. Our advice and resources are here to support you as you
support your child to use the internet safely, responsibility and positively.



https://saferinternet.org.uk/guide-and-resource/parents-and-carers
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Children's online world is as important to them as the real
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world. Children spend a huge amount of time online and it
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our job  to consistently teach them about how to
navigate through the online world. need to make sure
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that  children feel open to talkabout their online experiences

and won't be shamed for it.

lease share any concerns with us about your child’s online life.
he more we work together, the more we can educate the pupils and keep them safe.
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