At National Uniine Sarety we believe in em
their children, should they f;

wering parents, carers and trusted adults with the information the
itis needed. This guide

y need to hold an informed conversation about online safety with
focuses on one platform of many which we believe trusted adults should be aware of, Please visit

www.nationalonlinesafety.com for further guides, hints and tips for adults,

Instagram is a hugely popular social networking app with over 1 billion
snap happy users worldwide. The app, which is accessible on iOS and

Android devices, allows users to upload imag

like an onlinegal!ery. Images and videos can be transformed with an array
it efore sharing. Anyone with an account can see

heir account is not private, To make posts easier

de searchable hashtags and captions to their
uploads. The app has additional features like an 'Ex
contains videos and images tailored to each user bas

of filtersto e
others’ online‘galleries’if t
to find, users can inclu

&

HOOKED ON SCROLLING

Instagram revealed that young users spent a minimum of 32
minutes on the app per day. Many social media platforms,
Instagram included, have been designed in away to keep us
engaged on them for as long as possible. Behavioral economist
Niv Eyal calls this the'Hook Model'and the Instagram feed is a
great example of this, Children and adults may find themseluas
serolling to try and get a‘dopamine release! Scrolling may
become addictive and it can be difficult to stop scrolling until
they find that 'something’they are looking for. Children may
quickly lose track of time as they get deeperinto their
Instagram feecd.
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Direct messages (or DM5) on Instagram allow users to share
posts, images, videos, voice messages and calls between each
other privately (or in a private group). Even if your child’s
accountis set to private, anybody has the option to message
them and send them content. If the person Is not on youir
child's friends list, the message will still be sent to their inbox
but the user hos to sccept their request to see the message.
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ers are paid th is of ds to
promote a product, service, app and much more on social
media, When celebrities or influencers post such an advert, they
should add a disclaimer somewhere in the post which states i
that they have been paid for it. Commonly, this is well-hidden in
the hashtags or in the comments of their post, making it unclear.
that their photo/video is actually an advert, This can be ve
misleading to young people who may be nfluenced inta
buying/ g hing pramoted by somebady they
admire. Dr Danle!lew?s_taffr a psycholagy professor from
Federation University Australis, said
Infiuencer culture can so

Infl

anegative effect|

RESTRICT DIRECT
MESSAGES
If your child receives a message from somebody they do
not know, encourage them not to accept their message

request and ‘block’ this person; this is the only way to stap
them messaging your child again.

LOOKOUT FOR #ADS

In January 2019, the UK's Competition and Markets
Authority launched an investigation into celebrities who
were posting adverts on social media and not declaring

that they were paid for. Influencers must clearly state that
they have been paid for their posts, for example using a
hashtag like #ad or #sponsored, Teach your child to look
out for the signs of a paid post/advert and discuss with
them that not everything they see from celebrities is thelr
personal choice and opinion.

REMOVE PAYMENT METHODS

Ifyou are happy for your child to have a card associated
with their Instagram account, we suggest adding a PIN
which needs to be entered before making a payment; this
will alse help prevent unauthorised purchases, This can be
added in the payment settings tab.

www.nationalonlinesafety.com

the shot

hashtags they follow.

TO CONFIDENCE,
Y IMAGE &
ALHEALTH

Inarecent report by the RSPH, Instagram was ranked the
worst for young people’s mental health, Using filters on
photos on Instagram can set expectations and
create fealings of inadeq r may strive for more
likes’ by using realistically edited photos. Judaing
themselves against other users on theapp might threaten
theif confidence or self-worth, In early 2019 fnstagram
boss Adam Mosseri promised to ban Images of self-harm,
following the sulcide of 14-year-old Molly Russell, wha had

reportedly been looking at such ial on the platf

LIVE STREAMINGTO {5

Child

REC

Ive gan allaws users to connect with friends
and followers in real-time and comment on videos during
broadcast, but this feature can be turned off. If your child's
account is private, only their approved followers can see their
story. It'simportant to note they thay have accepted a friend
request from someane they don't know, which means they could
be liv Ing to Children also risk sharing content
d be re-sharad online for years to
come. Publicaccounts allow anybody ta view, 50 we suggest
your child Blocks followers thaﬁ don't know, In February 2019,
the NSPCC demanded a erackdown on Instagram's ‘failed
self-requlation’ after twas revealed grooming and abuse via the
‘app had more than tripled, 5,000 cases of sexual communication
‘With children, some a5 young 45 5, took place in 18 months,

! Jead us to dey ; | _ directly through the app. It operates ui
of whateveryone else is doing” ':a M' oly have | ‘E F

IN-APP PAYMENTS - Instagram allows payments for products
er the same rules as

acebook Payments, which state that if you are under the age of
1 18, you can only use this feature with the involvement of a
parent or guardian.
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es and videos to their feed,
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Publish date: 23/05/18
Edit date: 06/03/19

A2
.?‘(3

Q\ESTR}'(}

What parenfs need fo know about

EXPSOSING LOCATION .*

Public locations can be added to a user's photos/videos and
also to their staries, While this may seem like a good idea at
thetime, [t can expose the location of your child, This is
particularly more.of arisk ifitis on thelrstory, as it Is real time.
Pasting photos and videos is Instagram’s biggest salling point,
But with sharing images comes risks, A photo which includes
landmarks in the area, their school uniform, street name,
house and even tagging in the focation of the photo uploaded
to Instagram can expose the child’s location, making it easy to
locate them. If their account is not set to private, anyone can
Aaccess theiraccount and see their location,

M HUACKEDHASHTAGS )

Like Twitter, hashtags are also an T i taol
InInstagram and with that comes dangers foryour child.
One person may use a seeminaly innacent hashtag with one
particular thing in mind, and before you know it hundreds of
people could be using the same hashtag for something
Inappropriate or dang that your child certainly
shouldn’t be exposed to.
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Instagram TV (IGTV) works similarly to YouTube. Users can
watch videos from favourite accounts on the platfarm, or
create their own channel and post thelr own videos, It's
impertant to note anyone can create an Instagram TV
channel and doesn't have to be friends with a person to
follow an account and watch theirvideos. In 2018 Instagram
#pologised and removed some of its TV content which
featured ly sugyestive imagery of children, As the
may #nc ge spending more time using the app,
itsimportant to set time limits to avold children’s sleep or
edication being disturbed.
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SCROLLING

Instagram added a'You've completely caught up’ message
in late 2018, This message breaks up the feed and notifies
you when you are up to date and there are no more new
posts from followers, This features is enabled
automatically, but have the conversation with your child
about how much time they are spending on the app and
set healthy time limits,

PROTECT THEIR PERSONAL
INFORMATION

Your child may unknowingly give away personal information
on their profile or in their live streams. Talk to them about
what their personal information is and make sure that they
do not disclose anything to anyone during a livestream,
comment, direct message or any other tool for
communication on the platform, even to their friends.

USE A PRIVATE ACCOUNT

By default, any image or video your child uploads to
Instagram is visible to anyone. A private account means that
you have to approve a request if somebady wants to follow

you and only people you approve will see your posts and
videos.

Twitter - @natonlinesafety
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FILTER INAPPROPRIATE
COMMENTS

Instagram has an ‘anti-bullying’ filter, which hides
comments relating to a person's appearance or character, as
well as threats to a person’s wellbeing or health, The filter
will also alert Instagram to repeated problems so they can
take action against the user if necessary, Thisis an
automatic filter, but it can be turned off. Make sure it is
turned on in the app’s settings.

TURN OFF SHARING

Even though this feature will not stop people from
taking screenshots, it will stop others being able to
directly share photos and videos from a story asa
message to another user. This feature can be turned off
in the settings. We also recommend turning off the
feature which automatically shares photos and videos
from a story to a Facebook account,

DON'T FORGET TO BE VIGILANT &
TALKTO YOUR CHILD ABOUT
THEIR ONLINE ACTIVITIES!
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Facebook - /NationalOnlineSafety




